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1 Executive Summary

On 2025.01.08, the SlowMist security team received the Safeheron team's security audit application for Safeheron

Console, developed the audit plan according to the agreement of both parties and the characteristics of the project,

and finally issued the security audit report.

The SlowMist security team adopts the strategy of "black box lead, grey box assists" to conduct a complete security

test on the project in the way closest to the real attack.

The test method information:

Test method Description

Black box testing Conduct security tests from an attacker's perspective externally.

Grey box testing
Conduct security testing on code modules through the scripting tool, observing the
internal running status, mining weaknesses.

White box
testing

Based on the open source code, non-open source code, to detect whether there are
vulnerabilities in programs such as nodes, SDK, etc.

The vulnerability severity level information:

Level Description

Critical
Critical severity vulnerabilities will have a significant impact on the security of the project,
and it is strongly recommended to fix the critical vulnerabilities.

High
High severity vulnerabilities will affect the normal operation of the project. It is strongly
recommended to fix high-risk vulnerabilities.

Medium
Medium severity vulnerability will affect the operation of the project. It is recommended to
fix medium-risk vulnerabilities.

Low
Low severity vulnerabilities may affect the operation of the project in certain scenarios. It is
suggested that the project team should evaluate and consider whether these
vulnerabilities need to be fixed.

Weakness There are safety risks theoretically, but it is extremely difficult to reproduce in engineering.

Suggestion There are better practices for coding or architecture.



2 Audit Methodology

The security audit process of SlowMist security team for application includes two steps:

The following is a list of security audit items considered during an audit:

NO. Audit Items Result

1 WHOIS information collection Passed

2 Real IP discovery Passed

3 Subdomain detection Passed

4 Mail service detection Passed

5 Certificate information collection Passed

6 Web services component fingerprint collection Passed

7 Port service component fingerprint collection Passed

8 Segment C service acquisition Passed

9 Personnel structure collection Passed

10 GitHub source code leak detection Passed

11 Google Hack detection Passed

12 Privacy data leak detection Passed

13 CDN service detection Passed

14 Network infrastructure configuration test Passed

15 Application platform configuration management test Passed

The applications are scanned/tested for commonly known and more specific vulnerabilities using

automated analysis tools.

Manual audit of the applications for security issues. The applications are manually analyzed to look for any

potential issues.



NO. Audit Items Result

16 File extension resolution test Passed

17 Backup, unlinked file test Passed

18 Enumerate management interface test Passed

19 HTTP method test Passed

20 HTTP strict transmission test Passed

21 Web front-end cross-domain policy test Passed

22 Web security response header test Passed

23 Weak password and default password detection Passed

24 Role definition test Passed

25 User registration process test Passed

26 Account rights change test Passed

27 Account enumeration test Passed

28 Weak username strategy testing Passed

29 Password information encrypted transmission test Passed

30 Default password test Passed

31 Account lockout mechanism test Passed

32 Certification bypass test Passed

33 Password memory function test Passed

34 Browser cache test Passed

35 Password strategy test Passed

36 Security quiz test Passed

37 Password reset test Passed



NO. Audit Items Result

38 OAuth authentication model test Passed

39 Privilege escalation test Passed

40 Authorization bypass test Passed

41 Two-factor authentication bypass test Passed

42 Hash robustness test Passed

43 Session management bypass test Passed

44 Cookies property test Passed

45 Session fixation test Passed

46 Session token leak test Passed

47 Cross Site Request Forgery (CSRF) test Passed

48 Logout function test Passed

49 Session timeout test Passed

50 Session token overload test Passed

51 Cross Site Scripting (XSS) test Passed

52 Template injection test Passed

53 Third-party component vulnerability test Passed

54 HTTP parameter pollution test Passed

55 SQL injection test Passed

56 XXE entity injection test Passed

57 Deserialization vulnerability test Passed

58 SSRF vulnerability test Passed

59 Code injection test Passed



NO. Audit Items Result

60 Local file contains test Passed

61 Remote file contains test Passed

62 Command execution injection test Passed

63 Buffer overflow test Passed

64 Formatted string test Passed

65 Interface security test Passed

66 Request forgery test Passed

67 Integrity test Passed

68 Overtime detection Passed

69 Interface frequency limit test Passed

70 Workflow bypass test Passed

71 Application misuse protection test Passed

72 Unexpected file type upload test Passed

73 Malicious file upload test Passed

74 Weak SSL/TLS encryption, insecure transport layer protection test Passed

75 SSL pinning security deployment test Passed

76 Non-encrypted channel transmission of sensitive data test Passed

77 Others Passed

78 Email content security test Passed

3 Project Overview

3.1 Project Introduction



Audit Version

Web Console

https://console.safeheron.com

API

API List

https://docs.safeheron.com/api/zh.html#API%20%E5%88%97%E8%A1%A8

Web3 API

https://docs.safeheron.com/api/zh.html#Web3%20API

MPC Sign

https://docs.safeheron.com/api/zh.html#MPC%20Sign

Webhook

https://docs.safeheron.com/api/zh.html#Webhook

3.2 Vulnerability Information

The following is the status of the vulnerabilities found in this audit:

NO Title Category Level Status

N1
Session storage

Issue
Session timeout test Suggestion Acknowledged

N2
HTTP Parameter
Pollution Issue

HTTP parameter
pollution test

Suggestion Acknowledged

N3
Anti-phishing

strategies
Others Suggestion Acknowledged

N4
DNSSEC Security

Issue

Network
infrastructure

configuration test
Suggestion Fixed

N5
HTTP Header
Security Issue

Web security
response header test

Suggestion Fixed

3.3 Vulnerability Summary

[N1] [Suggestion] Session storage Issue

shuang ma
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Category: Session timeout test

Content

Get the code and other information through the "/uic/console/authorize/init" interface and display it through a QR

code.

https://gm-gateway.safeheron.vip/uic/console/authorize/init

Request the above code through "/uic/console/authorize/verify" POST to verify whether the code is scanned to

confirm the login.

https://gm-gateway.safeheron.vip/uic/console/authorize/verify



The App scans the code successfully and returns a Token on the interface.

All identity verification information is stored in Local storage and will not become invalid after closing the browser.



Solution

It is recommended that all authentication-related information be stored in session storage, which will become invalid

once the browser is closed.

Status

Acknowledged

[N2] [Suggestion] HTTP Parameter Pollution Issue

Category: HTTP parameter pollution test

Content

1.Create Wallet

Trying to create a wallet with the same name returns "wallet name already exists".



There is a length limit for wallet names, which cannot exceed 20 characters.

There are also length restrictions at the interface level.



Creating a wallet with the wrong "accountType" returns "bizContent.accountType must be between 1 and 2".

"accountType" is rounded by default and will not be rounded.

shuang ma
@wangzhihui@safeheron.com  确认一下逻辑,此处不是一个预期的输入



When multiple "accountName" exist, the last one is used by default.

When multiple "accountType" exist, the last one is used by default.



2.setAccountHiddenStatus

The "archived" parameter is restricted to values between 0 and 1. When setting "archived" to 0.1 and sending the



request, it returns "SUCCESS," but the wallet status does not change.

Solution

Status

Acknowledged

[N3] [Suggestion] Anti-phishing strategies

Category: Others

Content

No anti-phishing strategy was found.

Solution

If "accountType" only accepts values 1 and 2, it is recommended that the interface be restricted to only

these two parameters.

1.

If "accountType" only accepts values 0 and 1, it is recommended that the interface be restricted to only

these two parameters.

2.
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It is recommended to add anti-phishing strategies.

Status

Acknowledged

[N4] [Suggestion] DNSSEC Security Issue

Category: Network infrastructure configuration test

Content

console.safeheron.com does not configure the DNSSEC policy.



Solution

It is recommended to configure the DNSSEC policy.



Status

Fixed

[N5] [Suggestion] HTTP Header Security Issue

Category: Web security response header test

Content

The following security headers are missing:

X-XSS-Protection1.

X-Content-Type-Options2.

Content-Security-Policy3.



4 Audit Result

Audit Number Audit Team Audit Date Audit Result

0X002501210005 SlowMist Security Team 2025.01.08 - 2025.01.21 Passed

Summary conclusion: The SlowMist security team employs a manual approach along with the SlowMist team's

analysis tool to conduct an audit of the project. During the audit process, five suggestions were identified. Three of

these suggestions have been acknowledged, and all the other findings have been fixed.

Solution

It is recommended to adding missing security response headers.

Status

Fixed



5 Statement

SlowMist issues this report with reference to the facts that have occurred or existed before the issuance of this

report, and only assumes corresponding responsibility based on these.

For the facts that occurred or existed after the issuance, SlowMist is not able to judge the security status of this

project, and is not responsible for them. The security audit analysis and other contents of this report are based on the

documents and materials provided to SlowMist by the information provider till the date of the insurance report

(referred to as "provided information"). SlowMist assumes: The information provided is not missing, tampered with,

deleted or concealed. If the information provided is missing, tampered with, deleted, concealed, or inconsistent with

the actual situation, the SlowMist shall not be liable for any loss or adverse effect resulting therefrom. SlowMist only

conducts the agreed security audit on the security situation of the project and issues this report. SlowMist is not

responsible for the background and other conditions of the project.




